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The inherent flexibility of LDAP means 
that each of you implement it slightly 
different.
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new companies being merged
Randomly confusing and created 
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Selected and utilized LDAP attributes 
vary across implementations
Wild schema customizations
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Access Control Lists (ACLs) are 
maintained much like the theory 
you utilize now in Domino

Sample ACL section from OpenLDAP
access to attrs=userPassword
by self write
by anonymous auth
by * none
access to *
by * read
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without a common certificate

SASL (Simple Authentication Security 
Layer)

A user is identified and authenticated 
to a server
Once authentication occurs a security 
layer is inserted

TLS
Provides transport protection of 
communication
Does not prevent fake servers 
without a common certificate



Authentication MechanismsAuthentication Mechanisms
Binding DN for authentication

Can follow SSL, SASL and utilize 
TLS
A distinguished name must be 
provided  along with a password

Anonymous access can be granted 
using SSL and TLS

Binding DN for authentication
Can follow SSL, SASL and utilize 
TLS
A distinguished name must be 
provided  along with a password

Anonymous access can be granted 
using SSL and TLS



Vendors and Their ClaimsVendors and Their Claims
As you plan, your enterprise must 
understand how the vendor’s 
scalability claims are developed 
and supported
As you plan, you must have a 
realistic understanding of your 
own scalability needs.

Is a bigger  claim always the 
better claim?

As you plan, your enterprise must 
understand how the vendor’s 
scalability claims are developed 
and supported
As you plan, you must have a 
realistic understanding of your 
own scalability needs.

Is a bigger  claim always the 
better claim?



Scalability OptionsScalability Options
Options for distributed directories 
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Directory replication
Multiple servers contain the same data

Directory partitioning
Unique and non-overlapped data per 
directory
Referrals fall under this architecture

Mixing these is allowed……
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might result in a high load in WAN
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Name space is linked together by Referral mechanism
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Single Master
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This allows for simpler security 
management
Integration for presence
Create (or utilize an open existing 
attribute) for placement of the Notes 
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an LDAP directory, Sametime uses search 
filters to resolve user names.  (Filters found in 
Sametime Administration Tool.) 
Search filter for resolving person names:
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200 character limit in search string!!!!
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search filters to the following LDAP attributes in 
Person Doc:
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givenname - mapped to the First Name field
sn - mapped to the Last Name field
mail  - mapped to the Internet Address field
uid - mapped to the Shortname/UserID field
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Changing the display name be changed to be other 
than the notesmail value?

The default display name value can be changed 
from cn to notesmail.  However, if the Person 
documents have not been updated to include a 
value for this attribute, users will not be able to 
login to the Sametime server.  To make this 
change, you will need to open the stconfig.nsf, go 
to the LDAPserver document, and modify the 
People field:

The attribute of the person entry that defines the 
internal ID of a Sametime user:  The attribute of the 
person entry that defines the person's name: 
notesmail.
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After creating the DA database….

DA by default requires binding and it 
must follow the format 
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dc=domain, dc=com

Open stconfig.nsf and modify LDAP values
Make sure to verify the proper search 
filters for use with Active Directory

See technote #7002961
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Mapping Websphere Member ManagerMapping Websphere Member Manager

Map the extId attribute to 
nsuniqueid and disable id 
generation.

Sun ONE Directory Server

Map the extId attribute to GUID 
and disable id generation.

Novell eDirectory
Disable id generation.Microsoft Active Directory 2000

Map the extId attribute to ibm-
entryUUID and disable id 
generation.

IBM Directory Server 5.1

No action required.IBM Directory Server 4.1

Take these actions before 
starting Lotus Workplace for the 
first time...

If your directory server is...
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The default set-up of Portal does 
not take into account read-only 
LDAP directories
When installing Portal <5.1 or 
Workplace <2.5:
wpconfig enable-security-ldap
enables WAS security and sets 
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Portal does not perform user 
authentication directly against LDAP –
WAS does
Portal does not have official support for 
LDAP clustering through Websphere 
Member Manager but it can be done 
transparently.

Technote #1193874
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However, Portal is still active against LDAP:

Returns user data
Can update some user data (e.g., password)
Can even create users in LDAP directory if so 
configured
Write-back functions are often not 
permissible – if not, be sure to remove links 
to self-service functions:

Sign up
Password maintenance
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If you use Microsoft Active Directory as the LDAP 
server in a WebSphere Portal environment, 
directory searches based on the objectClass
attribute may not provide best performance, 
depending on which attribute you use.
Use objectCategory instead of objectClass to 
improve MS Active Directory performance. To make 
use of objectCategory, the LTPA authentication of 
WebSphere Application Server and the  directory 
search of WebSphere Portal must be adjusted.

WAS Admin Console changes required!  1158200
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ou=groupsou=peopleuido=acme.comeDir

ou=groupsou=peopleuido=acme.comSunOne

cn=groupscn=userscndc=acme,dc=
com

MS AD

(blank)o=acme.comcn(blank)Domino

cn=groupscn=usersuiddc=acme,dc=
com

IDS

Group 
Suffix:

User Suffix:User 
Prefix:

LDAP Suffix:LDAP 
Server:

Source: Steven Power of IBMSource: Steven Power of IBM
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uiduniqueMe
mber

groupOfNam
es

inetOrgPerso
n

eDir

uiduniqueMe
mber

groupOfUniq
ueNames

inetOrgPerso
n

SunOne

cn,samAcco
untName

membergroupuserMS AD

cn, uidmembergroupOfNam
es

inetOrgPerso
n

Domino

uiduniqueMe
mber

groupOfUniq
ueNames

inetOrgPerso
n

IDS

User Filter 
Attributes:

Group 
Member:

Group 
objectClass:

User 
objectClass:

LDAP 
Server:

Source: Steven Power of IBMSource: Steven Power of IBM
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A common schema is the most important part of 
the configuration Domino enforces

The administration server controls the enforcement of the 
master schema (note the wildcard configuration doc)
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Can I remap Domino Directory fields to 
alternate LDAP attributes?

Not supported or recommended
You should create custom attribute 
tags and refer directly to those.  They 
may be similar in name but may 
never match an existing attribute
Any LDAP server must  have a 
consistent reference point for 
accessing directory data
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detect password changes, when a password is 
changed or created through the use of plug-ins. 
Directory Integrator can detect password changes 
for IBM Directory Server, SunOne Directory Server, 
and IBM Lotus Domino HTTP passwords. The 
Password Synchronizer for Windows intercepts 
password changes of user accounts on Windows 
NT, Windows 2000, and Windows XP operating 
system.
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Plan an architecture that supports 
scaling, with consideration of 
management
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