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Agenda

s How many phone books can be
delivered to my doox:?

s Allfrnione shopping or'drive across
town?

s My house Is made of twigs, what
about yours?

olfi I had wanted the soup I would
have ordered It
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sVVnat do the terms; meani
yLDAE compatinie

yLDAE compliant
YLDAE ready
yLDAE cerlitiea
YLDAE' VS
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Aggregation
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EederationandiAggregation 2
O

sEederation L
o

¢ Referrals andiredirections tojoriginal
directories for information not found
in the original directory

mRemember: referrals are strictly,
utilized to tell'a LDAP lookup where
another host is that might: have the
necessary information

Lotu SIZU'CI 5
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EederationandiAggregation

s/ Aggregation

& Collecting objects and attributes;into
d singlesource

¢ Simple central management for: user.
daccounts

o But....expanding the schema can be
difficult to accommodate everyone

DECISI‘v‘l'
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LDAPTArchitecture

s Centralized directory services
¢ Gather' round the campfire

s Redundant directory services
¢ One potato, two potato

s Distributed directory services
¢ Where every server has a home

s Filtered directory services

ssearch based directory services
enhanced

DECISI
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¢ Search Filter g

#Define the objectClass(es) and
attribute(s) used to search for:
users in the directory

Bilhe finer you are able make these
filters the better performance and
easier security implementation

¢ Search base

EWhere do we begin a search in the
LDAP tree of the directory
Lotus'ms
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AggregatedrArchitecturelissues 2
O

o TThe inherent fiexibility ofi LDAP means L
that each of youlimplement it slightly Q

different.

¢ Compound that across diViSions| or
new companies being merged

¢ Randomly confusing and created
organizational hierarchy.

¢ Selected/ and utilized! LDAP attributes
vary across implementations

¢ Wild schema customizations

Lotu SIZU'CI 5
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LDAP Security

s\VWhat data'is stored in the directory?

s\VWhere'is the server shared beyondithe
walls; ofi your;organization?.

s\When Is/directory synchronization and
maintenance performed?

eWhy do users need editor access to the
directory?.

s\VWho has the access to update directony
iInformation?

DECISI
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Access Control

eAccess Control Lists (ACLs) are
maintained muchilike the theory.
you utilize: now infDomino

¢ Sample ACL section from OpenlLDAP
access to attrs=userPassword
by self:write
Py anonymous, auth
by * none
access to
by “read

LAY TH® S F 3 4770
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Security Considerations

o What data'1s stored/in the directory?

o Where is the server shared beyond the
walls ofi your organizationy,

o When s directory synchronization and
maintenance performed?

o Why do users need editor' access to the
directory?

o Who has the access to update directory
iInformation?

DECISI
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Authentication Mechanisms

sBasic username and password

o Plain text passing| of;
Information

¢ All network traffic Is viewable

oSS

¢ Common certificates are
required

¢ Fully gualified names are
required

Lotu SIZDCI 5
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AUTthentcationiechanisms

o SASL (Sitmple Authentication Security,
Layer)
¢ A useris identifiedand authenticated
Lo a server

¢ Once authentication ocCcurs aj security
layer: IS inserted
o LS
¢ Provides transport protection of;
communication

¢ Does not prevent fake servers
without a common certificate

DECISI
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AUTthentcationiechanisms

s Binding DN for authentication

¢ Can follow SSL., SASLL and utilize
LS

S A distinguished name must; be
provided along with a password

sAnonymous access can be granted
using SSL and TLS

DECISI

Lotu SIZU'CI 5



b
a

Vendors and Their Claims

s AS you plan, your'enterprise must
understand how the vendor's
scalability claims are developed
and/supported

s As you plan, you must have a
realistic understanding of your
own scalability needs.

¢1s a bigger claim always the
better claim?
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Scalability Options

s Options for distributed directories
either load balanced o master/siave
architecture

s Directory replication
#Multiple serversicontain the same data

¢ Directory partitioning

mUnigue and/non-overiapped data per
directory

B Referrals fall under this architecture

: svlixing these is allowed...... LotuseErs, .

DECISI
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Scalability Options

s Utilizelloadfbalancing hardware to
spread the loadfacroessiclustered
SEervers

¢ What isirequired to reach thisiscalingg.
¢ Drawbacks?.
o Utilize' a master/siave architecture to

provide directory updates;to read only.
directory servers

& What is required to reach this scalingf.
¢ Dearbacks?.

DECISI
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Updatesirouted
via load balancer

Load Balancer

Master 1 ————— |\ g ster 2¢>Master 3> Master 4

4
Replija 1 Replica 2 Re Repiica 4

plica 3
4
Replica 1a  REplica 2a Replica 3a  Replica 4a
/
Replica 1b = Replica 2b Replica 3b = Replica 4b

o Vulti-master capability, potentially’dozens;ofi masters.
» Cascaded Replication permits replication over a WAN without redtndant
~transmission.“Subtreereplication-acts‘on‘only certain‘subtrees.

*=. Source: IBM Software University Lot“5'2ﬂ05
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y. REadl only FELUTS| rElelial Lo master: (read/white
SEIVET:
p. ClIENL FESENASI rEqUESLE Lo Master:

y YIastern returns INTermMation; to) ClIent
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Working withranysschena

s Consistency acrossiall schemasiis key to
a stable LDAP infrastructure

s Proactively place the Notes
Distinguished Name into the remote
LDAP directories that will be utilized

& This allows for simpler security,
management

¢ Integration for presence

¢ Create (or utilize an open existing
attribute) for placement of the Notes

DN
Lotus'm
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LDAP and Sametime

o \Vhen a Sametime SERVENR IS cConfiguRed toe; USE
an| LDAP dIrEConRy, Sametime USES, Seanch
filters to) respive; User names: (Eilters feounadin
Sametime Administration ieo]:)

o) Search filter fior reselVing! PERSeRN NamEeSs:

¢ (Buebjectclass=organizationalPersen)({(En=%sH) @iV
enmame=Y%-s)(sn=%s5)(mail=%s)))

e Search filter to) use When reselVing a USer;
name to) a) distinguished name:

¢ duebjectclass=organizationalPerson)({(cen=Y%s)(given
name=>Yos)(sn=%s)(mai=%s))

® 200) character lImit 1R search) strng!iil

Lotu Sl2ﬂ'0 5
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OIF PERGRITANEE rzasons, you s'noul_l IIIE YOuTs

EdGCHHILERSTLEFEIETOOWIRNGEDAE A LHF BULES 1!

EISONT DOE:

y.Cll = MapPpPEeA torthe FEUlISNameENield
F

al) U2

yGIVEMNAME! = MadpPPEA O tNENHSE |

y STl = MapPPEd Lo the LLast Name field

ymalls = mapped to the INEREL AdArESSITiEld
yula = Mmappea to)the shertname/Userlibiiela
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SdmetmeraneuiACHVEIDIRECIONY,

s After creating the DA'database:..-

¢ DA by default requires binding and/it
must follow! the format

mUsername: cn=Usermame;, Chi=USErS,
de=doemain, dc=com
& Open stconfig.nsf and moedify: LDAR Values

¢ Make sure to) Verfy, the proper seareh
filters; fior use; with| Active: Directory.

BSee technote #7002961

Lotu Sl2ﬂ'0 5
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EDAPERdIQUcCkplace 2
O

s The QuickPlace configuration file, LL
QPCONFIG. XML, in section Q

User. Directory/LDAP/Schema, allows
you to map specific LDAP attributes

¢ However itis not possible to map additional
attributes outside of:whatlis found in the
gpconfig.xmili file

Lotu SIZDCI 5



browser

NSserver.acme.com
Network Dispatcher

gp.acme.com
gpdirectory.acme.com

DirServer.acme.com Other.acme.com

QP servers cluster
with N etegrity
Domino

W ebAgents

Directory server Directory server

PolServ.acme.com

SiteMinder Policy
Server

Lot u SIE 005
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EDAREARANBVNWYerkplace

oIn Portal 5.1+ and Workplace 2.5,
the LDAP Connection Wizard
enables  security and configures
WAS for LDAP (command line still
available)

Lotu SIZDCI 5




MappingpWebsphereiViemberhlanager

";'i
PP
'?'!‘”lv

ENVISI

If your directory server is...

Take these actions before
starting Lotus Workplace for the
first time...

DECISI#

IBM Directory Server 4.1

No action required.

IBM Directory Server 5.1

Map the extld attribute to ibm-
entryUUID and disable id
generation.

Microsoft Active Directory 2000

Disable id generation.

Novell eDirectory

Map the extld attribute to GUID
and disable id generation.

Sun ONE Directory Server

Map the extld attribute to
nsuniqueid and disable id
generation.

Lotu SIEDCI 5



LDAP and Websphere Portal

sillhe default set-up ofi Portalldoes
not take into) account read-only
LDAP. directories

sWhen installing Portal <5.1 or
Workplace <2.5:

wpconfig enable-security-ldap

enables WAS security and/sets
LDAP config

Lotu SIEDCI 5
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EARERdWehspherePortal N
s Portalldoes not perform user 8
authentication directly against LDAP) — (]

WAS does

s Portalldoes not have official support for
LDAP clustering through Websphere
Member Manager but it can|be done
transparently.:

¢ Tlechnote #1193874

=. Source: Steven Power of IBM  tousfen,.
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LDAP and Websphere Portal

s However, Portallis stilllactive against LDAP:
¢ Returns user data
¢ Can update some userdata (e:g-, password)

¢ Can even create users in LDAP directory, if:so
configured

¢ Write-back functions are often not
permissible = ifinot, be sure to remoye links
to self-service functions:

mSign up
m Password maintenance

DECISIZ
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e [IHyouruseVicroselt Activer birectoery asithel DAL
ServerinaVVebSphere Bortallenvirenment,
directorny/searches hased onitheleh|eECIEIass
attribute may not provide Best PEMNONIMANCE,;
depending en whichiatinbute you use:

e Use ohjectCategory instead ofiehjectElass to
improve MS Active Directory peronmance. o) make
USE off objectCategory, the LIIPAauthentication: of
VWehSphere Application Serverrand the: directory.
search e VWebSphere Poftal must be adjusted.

¢ WAS Admin Consoele changes required! 1156200

DECISI
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Portal and Workplace LDAP Defaults

LDAP LDAP Suffix: User User Suffix: Group

Server: Prefix: Suffix:

IDS dc=acme,dc= | uid cn=users cn=groups
com

Domino | (blank) (o] ] o=acme.com | (blank)

MS AD dc=acme,dc= | cn cn=users cn=groups
com

SunOne |o=acme.com |uid ou=people ou=groups

eDir o=acme.com |uid ou=people ou=groups

. Source: Steven Power of.IBM

—
~
"4
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LDAP User Group Group User Filter
Server: |objectClass: |objectClass: | Member: | Attributes:
IDS inetOrgPerso | groupOfUniq | uniqueMe | uid

n ueNames mber
Domino |inetOrgPerso | groupOfNam | member cn, uid

] es
MS AD user group member ch,samAcco

untName

SunOne |inetOrgPerso | groupOfUniq | uniqueMe | uid

n ueNames mber
eDir inetOrgPerso | groupOfNam | uniqueMe | uid

n es mber

Source: Steven Power of 1BM

LOt u 5'20{] 5



EDAPARSIdeebDomine

o Get slides for IDidS for;some great.opening
remarks, on Domino and LDAR

o Alcommon schemaiisithe: mostimporitant part of;

the configuration Domino enforces

¢ The administration server, controls the enforcement ofithe
master. schema (note the wildcard configuration doc)

Lotu Sl2ﬂ'0 5
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EDAPARSIdeebDomine

s Notes:ini variables

¢ Schema_Daemon._Reloadtime=numb
er; ofi hours

¢ DisableLDAPORAdmin=1

H (don't ever, use this iffyou plan on
using LDAP In your environment or
change your administration server)

Lotu SIZDCI 5
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EDARARSIdeeibomine

o Can I remap Domino) Directory fields to
alternate LDAP attributes?

¢ Not supported or recommended

¢ You should' create custom attribute
tags and refer directly to those: They
may be similar in hame but may,
never match an existing attribute

¢ Any LDAP server must have a
consistent reference point for
accessing directory data

DECISI
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What DoesSHIVol DoAY WAY 2
Q

o IBMiTivolilDirectory/Integrator has: the ability to L
detect passwordichanges; whenaipasswordiis o

changed|or:created through theluse of: plug-ins.
Directory Integrator can detect:password changes
tor IBM Directory Server, SunOne Directory Server,
and IBM LotusiDomino HifP passwords: Iihe
Password Synchronizer for Windows intercepts
password changes of user accountsion Windows
Nily Windows 2000, and Windows XP operating
system.

Lotu SIZU'CI 5
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Summary

s Plan atesting periodiofivarious;LDAP
directory servers

s Plan a security model‘toraliow’ LDAP
lookups without sacrificing unauthorized
access

s Plan a consistent schema across
evenrything being|integrated
s Plan an architecture that supports

scaling, with consideration, of
management

DECISI
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Thank you for a :

Blogging at
http://www.ldoNotes.com

AOL IM: IdoNotes




